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ABSTRACT

his article is intended to stimulate discussion among cyber warriors and others

about an approach to cyber maneuvers at the operational level. Cyberspace is one

domain in what is commonly called “Multi-Domain Operations,” while movement

and maneuver is one of the warfighting functions in U.S. Army doctrine. This
sets the context for a proposed approach to a concept for offensive and defensive cyber
maneuver operations that starts with a goal or mission, and allows preparation of the com-
mander’s intent via a scheme of maneuver. The scheme of maneuver includes a sequence
of categories of maneuver, which in turn are accomplished by specific cyber (or non-cyber)
maneuver actions or fires, thereby connecting the mission to the scheme and categories
of maneuver, and then to specific actions and fires. Effectiveness of specific cyber actions
and fires will change over time, but the categories of maneuver and their intent are much
more enduring. Commanders using this approach do not need to be “techies” to define a
cyber scheme of maneuver. So long as the commander has, or has been provided, sufficient
understanding of operational-level tradeoffs and effects of offensive and defensive cyber
maneuvers, the staff can provide the technical details.

PURPOSE

Commanders currently provide an overarching intent to their operations orders. As cy-
berspace operations increase in frequency and importance, the commander’s intent should
consistently include cyber operations as part of their scheme of maneuver. This article
will hopefully stimulate discussion among United States cyber warriors and others and
provide preliminary examples that enhance operational-level cyber maneuver doctrine by
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describing cyber maneuvers at the operational level, and
connecting high-level doctrine to the lower-level tactics,
techniques, and procedures (TTPs).

This article also seeks to explain why commanders do
not need to know the technical details of specific cyber
actions to create a commander’s intent that includes cy-
ber operations. All they need to do is select a principle
or category of maneuver that accommodates the com-
mander’s intent and operational concept, as reflected in
the scheme of maneuver. The staff then selects specific
cyber and non-cyber maneuver actions or fires to ac-
complish the intent of each category of maneuver, and
discusses any emergent issues with the commander.
This helps bridge the gap between operational knowl-
edge and objectives, and cyber knowledge and objec-
tives, which also leads to better integration of cyber
effects into operations.

CONTEXT SETTING

Commanders integrate warfighting functions into
their operations. The U.S. Army defines six warfighting
functions, which are suitable for the development of con-
cepts for maneuver in cyberspace: “mission command,
movement and maneuver, intelligence, fires, sustain-
ment, and protection.”'!) Maneuver, which is also one of
nine principles of war,”? is defined in Joint Publication
(JP) 3-0 as “employment of forces in the operational area
through movement in combination with fires to achieve a
position of advantage in respect to the enemy.”®

“Military doctrine aims at prescribing the manner in
which an armed force will fight.”® The U.S. Armed Forc-
es are moving to multi-domain operations (MDO), which
is doctrine that integrates the warfighting functions.

To summarize the main points of MDO, our adversar-
ies are competing with the US short of conflict, using
political, military, and economic means to separate the
US from its partners. “The central idea in solving this
problem is the rapid and continuous integration of
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all domains of warfare to deter and prevail as we compete short of armed conflict.”® During
conflict, our adversaries “will employ multiple layers of stand-off [attacks] in all domains—
land, sea, air, space and cyberspace—to separate U.S. forces and our allies in time, space
and function in order to defeat us... The U.S. Army in Multi-Domain Operations 2028 con-
cept proposes a series of solutions to solve the problem of layered standoff.”"' “Multi-domain
formations possess the capacity, endurance and capability to access and employ capabilities
across all domains to pose multiple and compounding dilemmas on the adversary.”"”! [Text as
highlighted in the original; cyberspace defined in JP 3-12.1%]

Cyber maneuver is one proposed component of MDO, and focuses on the warfighting func-
tion of maneuver within and through cyberspace. Offensive and defensive cyber maneuvers
support multi-domain operations outside of cyber, and vice versa, as part of MDO doctrine in-
tegrating the warfighting functions during both competition and conflict. This article proposes
mental models and terminology to help insert operational-level cyber maneuvers into MDO.

The US and its allies devote substantial time and effort identifying and fixing their net-
work vulnerabilities, and identifying and exploiting vulnerabilities on adversary networks.”)
While these efforts are necessary, the shifting nature of conflict requires the US to be more
proactive. For example, rather than simply finding adversary vulnerabilities, offensive cyber
maneuvers can be leveraged to create such vulnerabilities, and also to cause adversaries to
respond in ways that create new exploitable vulnerabilities. This article explains how this in
turn can support the U.S. Cyber Command’s (USCYBERCOM) developing strategy that includes
“persistent engagement” and “defend forward.”!%

Similarly, waiting to detect adversary activities on our own networks is reactive. More pro-
active cyber defensive maneuvers will allow US cyber warriors to take actions on the network
that expose and act against otherwise undetected adversaries.

APPROACH

Technology by itself does not ensure victory in kinetic operations or in cyber conflict. All
conflict is primarily a battle of wits between opponents—our minds against the minds of our ad-
versaries. While technological advancements over an opponent are part of that competition of
the minds, it is the continuous, ongoing operational application of mental creativity and agility
over an opponent that leads to success in cyberspace.

Cyber maneuvers include the application of traditional military principles of maneuver to cy-
berspace and are also the actions that facilitate the achievement of maneuvering in cyberspace
as described in JP 3-12. The following proposed definition of cyber maneuver will likely evolve
over time based on feedback.

Cyber maneuvers are actions taken within and through cyberspace to achieve phys-
ical, technical, and cognitive positional and temporal advantages over an adversary.
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Physical advantages include physical access to friendly and adversary cyber capabilities,
including through a supply chain. Technical advantages include having better cyber capabili-
ties and methods of employment than the adversary. Cognitive advantages include, but are not
limited to, having better information about a situation than the adversary, such as surprise,
deception, and apparent invincibility; the ability to manipulate adversary thoughts and actions;
and undermining adversary confidence. Cyber maneuvers can also help achieve non-cyber
effects, while non-cyber maneuvers can help achieve cyber effects.

Physical and technical positional advantages include access where and when desired, thus
allowing for unhindered use of cyberspace to prevail over adversaries. Cognitive positional
advantages include gaining dominance over the minds of the adversary with respect to their
views of their options, chances for success, confidence in their situation, and overall will to
continue the conflict. Cognitive positional advantage superior to the adversary in cyberspace
can be enhanced by coordinating Information Operations with cyber maneuvers, as described
below. International public opinion, especially that of US allies, should always be factored into
whether, when, and how we achieve cognitive positional advantage, to include how and when
the adversary is made aware of the threats or results of US actions.

Cyber maneuver is much more than identifying and controlling “cyber key terrain,” applying
moving target defense technology, using decoys on a network, or performing lateral movement
on an adversary’s network. These techniques can all contribute to specific cyber maneuvers,
but cyber maneuver is larger than any of these examples.

CONNECTING MISSION TO MANEUVERS

Military operations begin with a mission or goal. From the mission, commanders derive the
“commander’s intent,” or prose description of sequential and parallel actions that will fulfill
the mission. Thus, the commander’s intent describes a “scheme of maneuver” for how the var-
ious types or categories of cyber maneuver will unfold.

©  Schemes of maneuver define which categories of maneuver will be applied and in which
sequence to achieve a specified mission (e.g., achieving a set of desired results).

¢ Categories of maneuver define the purpose, intent, and general mechanism for apply-
ing cyber capabilities, are more enduring than cyber maneuver actions or cyber fires,
and are an abstraction of specific cyber actions that allows easy insertion and opera-
tional flexibility into maneuver narratives. Categories of maneuver are key to defining
“mission type” orders, and are distinguished from maneuver actions and cyber fires
because they include an intent that can be mapped back up to the mission’s antecedent
scheme of maneuver.

¢ Cyber maneuver actions achieve the intent of the category of maneuver they support.
Maneuver actions are specific and less enduring than categories of maneuver because
technology evolves, as do the countermeasures of cyberspace adversaries, who learn to

82 | THE CYBER DEFENSE REVIEW



PATRICK D. ALLEN

identify and counter specific maneuvers. (This article distinguishes “categories of ma-
neuvers” from “maneuver actions” by using “maneuvers” to refer solely to the latter.)

¢ Fires may be cyber, physical, influence, or other actions designed to implement or fa-
cilitate cyber maneuvers. Note that physical actions and influence actions can support
cyber maneuvers, just as cyber maneuvers can help achieve physical and influence
actions. A specific fire may support multiple categories of maneuver, as described in
the distributed denial of service (DDoS) example below.

Assembling these component definitions, the scheme of maneuver describes the command-
er’s intent, and is constructed from categories of cyber maneuvers sequenced (or parallel)
to accomplish that mission. Cyber maneuver actions and fires are then selected to fulfill the
intent of each category of maneuver that supports the scheme of maneuver. Maneuver actions
and fires may be cyber, physical, or influence actions taken to support a category of maneuver,
as shown in the Figure below.
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Figure 1: Components of Cyber Maneuver

As depicted above, the longest-duration feedback loop is the experimentation,! exercises,
and training of the cyber maneuvers. The medium-duration feedback loop is driven by situ-
ational awareness and intelligence. The shortest feedback loop assesses the results of cyber
maneuver actions and fires against the planned scheme of maneuver and/or the mission or
objective. This Figure also highlights the dependence of cyber maneuver on sound situational
awareness and intelligence, without which many maneuvers in cyberspace would be infeasi-
ble. Cyber actions are also useful in generating valuable intelligence or situational awareness
to support other maneuvers.

This construct avoids many problems encountered in the cyber maneuver literature, which
tends to be either too abstract or too detailed. For example, “deter” is an objective, not a maneu-

ver, while DDoS is an action that could support, e.g., three different categories of maneuver:
“delay,” “distract,” or “spoiling attack.” An example of a “distract” intent occurred after the
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series of large-scale Iranian DDoS attacks against US financial institutions. A later, much
smaller, DDoS attack distracted financial institution defenders such that otherwise detectable
fraudulent financial transactions actually succeeded.'” An example of a spoiling attack is the
alleged attack by USCYBERCOM against the Russian Internet Research Agency (IRA) in No-
vember 2018.13 A single category of maneuver can include multiple cyber actions. Of these
actions, any one at other times could be used for various categories of maneuver. Moreover,
one category of maneuver can be used to help achieve the objectives of another category of
maneuver, as described below (see section on Schemes of Maneuver).

CATEGORIES OF MANEUVER WITH EXAMPLES

This article lists twenty-one categories of maneuver in cyberspace, which will likely evolve
over time. The first eleven are similar to principles of kinetic operations; the next five are simi-
lar to psychological operations (PSYOP—now called Military Information Support Operation, or
MISO) principles; the last five are common hacking and counter-hacking principles. Nearly all
apply to offensive cyber operations (OCO), two apply exclusively to defensive cyber operations
(DCO), and more than half apply to both.

Similar to Kinetic Principles
Ambush: Attract an adversary into a hidden “kill zone” (OCO, DCO)

Herd: Push or Turn an adversary into a hidden “kill zone” (OCO, DCO)
Stimulate a Response (DCO)
Probe Adversary (OCO)
Distract (OCO, DCO)
Delay Adversary (OCO, DCO)
Launch Spoiling Attack (OCO, DCO)
Launch Supporting Attack (OCO)
Counterattack (OCO, DCO)
Counter Asymmetric Advantage (OCO, DCO)
Leverage Deception (OCO, DCO)
Similar to Psychological Operations (PSYOP) Principles
¢ Appear Invincible (OCO, DCO)
Undermine Adversary Confidence (OCO, DCO)

O O O O O O O O O o o

<

¢ Create False Sense of Security (OCO)

¢ Leverage Shifting Allegiances (OCO, DCO)
<

Employ Influence Messaging (OCO, DCO)
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Common Cyber Hacking and Counter-Hacking Principles
Ensure Persistence (OCO)

Vary Launch Points (OCO)

Apply Social Engineering (OCO)

Change the Terrain (or Manipulate the Network) (OCO, DCO)
Leverage Perishability (DCO)

¢ O O O 9o

These categories can be used for offensive operations on adversary networks (Red space),
defensive operations on friendly networks (Blue space), or in support of offensive or defensive
operations in other networks not owned by us or the adversary (Gray space).!'*/11%]

No single technique will work in all scenarios. No matter how successful a given technique,
a countermeasure inevitably appears soon thereafter. The timing (simultaneous or sequential,
and when) and flexibility of cyber maneuver schemes (if this does not work, do that instead)
is what makes cyber maneuvers succeed. Similarly, no cyber maneuver technique has to work
all the time. Sometimes, even using an unsuccessful technique can sow doubt in the minds of
the target populace. For example, ineffectual Russian hacking attacks against voter registration
systems in late 2018 caused substantial consternation in the US even though no Russian hack-
ing attempt appears to have succeeded.®

This section provides examples of most of the twenty-one listed categories of maneuver.
Again, individual maneuver actions and techniques will become more or less effective over
time as cyber technologies evolve. Categories of maneuver and principles of maneuver are more
enduring.

Ambush maneuvers seek to lure an adversary into an unforeseen “kill zone.”!”! For an offen-
sive cyber example, our forces infect both a branch and a leaf node in an adversary network.
The leaf node then announces it is infected, bringing forth the adversary’s network defenders,
which access the infected leaf node via the branch node. Our forces infect the adversary re-
sponders’ toolkit, thereby converting the toolkit into an access vector and unwitting agent of
future infection. This ambush example need not always work, but its existence may distract or
cause hesitation by the adversary defender, which can be the ultimate goal of the maneuver.

Herding seeks to push or turn adversary actions in a direction more desirable to the US. For
example, if the US infects the less active of two “hot swap” routers, and then DDoS the more
active one, the result is to push or turn the adversaries into the kill zone of an already infected
router. Herding can also be applied to DCO, attempting to force adversaries away from more
lucrative targets on U.S. networks.

Stimulating a response can involve a network defender changing passwords for a network
segment, and watching for a previously undetected adversary seek to regain lost access—one of
many actions defender can take to expose or “out” as-yet-undetected adversaries.
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Probing an adversary is the offensive version of stimulating a response. The results of prob-
ing actions can provide valuable information about how an adversary defender will likely react,
which can significantly contribute to achieving reflexive control!'® over the defender.

Distract and delay are two categories of maneuver that encompass many specific maneuver
actions. As mentioned above, for example, a DDoS attack can help achieve a delay, a distraction,
or a spoiling attack. Decoys can also distract or delay adversaries.

“A spoiling attack is a tactical maneuver that can cripple a hostile attack at the very outset,
while the enemy is assembling for an attack.”™! A spoiling attack seeks to disrupt adversary
momentum or preparations, which buys time, gains initiative, or disrupts adversary effective-
ness.

As a cyber example, USCYBERCOM allegedly performed a form of spoiling attack against
Russian influence operations days before for the 2018 elections by launching attacks against
the Russian Internet Research Agency (IRA) that, according to one source, “basically took the
IRA offline...They shut them down...”"!

Cyber supporting attacks are designed to achieve an effect outside of cyberspace, e.g., tak-
ing down an adversary’s electric power grid. Cyber warriors often operate in and through
cyberspace to affect physical systems and adversary minds. Similarly, physical actions outside
of cyberspace can support cyberspace maneuvers.

In the kinetic world, counterattacks typically are launched when the adversary is reaching
its culminating point, i.e., when the attacker has extended itself geographically and expended
its resources, such as ammunition, fuel, human energy and other combat resources.?'"22 The
counterattack seeks to time its attack to coincide with the adversary’s most vulnerable moment,
roll back any gains, and perhaps destroy its forces, and otherwise create and exploit follow-on
opportunities. Identifying an adversary’s culminating point in cyberspace is quite challenging.
For example, bots do not get tired or run out of energy. One can “hack back” at a remote intrud-
er, or send infected files as part of the stolen materials being exfiltrated by an adversary, but
timing these actions is independent of any identifiable culminating point. Counterattack is one
of our proposed categories of cyber maneuver, yet its meaning is quite different from the kinetic
principle of the same name. Joint Cyberspace Operations doctrine for Defensive Cyberspace
Operations-Response Actions already includes the cyber counterattack maneuver.?*!

In countering an asymmetric advantage, history is replete with examples of one side hav-
ing an advantage (e.g., in range or firepower), yet the other side invariably adopted tactics and/
or maneuvers that countered those advantages. The side with limited range and/or maneuver-
ability chooses to fight in close-in terrain, such as urban areas (like Stalingrad in World War II),
forests (like Teutoburg Forest in 9 A.D.), or mountainous terrain (like Afghanistan throughout
history). Countermeasures in cyberspace follow the martial arts technique of leveraging an
adversary’s strength against it. For example, botnets are large and difficult to identify and
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eradicate. Rather than trying to reduce the size of a botnet, render it unmanageably large, or
at least so large as to make its command and control channels obvious. One potentially useful
technique is to place a copy of the botnet malware on 100,000 nodes in a virtual private cloud
with Internet access we control. The bots all duly report back to their C2 network, potentially
swamping the C2 nodes. At the very least, the C2 node locations can be identified by the huge
traffic generated by 100,000 simultaneously reporting new bots. Once the C2 nodes are ex-
posed or overwhelmed, all nodes in the cloud can be shut down by our side, which owns them,
thereby barring adversary access to a new 100,000-node botnet.

Cyberspace offers myriad ways to leverage deception, such as deploying decoy assets (e.g.,
hosts, routers, or servers), decoy users, decoy credentials, decoy traffic, and decoy content.
Many commercial deception-for-cyber-defense tools are now available. For example, multi-fi-
delity decoy assets can effectively keep adversary intruders guessing as to what is real. Having
very low-fidelity decoy nodes on the network may cause intruders to think they know what
decoys look like. Learning the decoy was actually a higher-fidelity decoy should give adversar-
ies pause. Repeats with increasingly high-fidelity decoys can cause the adversary to wonder
whether a real network asset is actually authentic.

Projecting invincibility can seriously degrade adversary morale. In some cases, the adver-
sary is truly helpless, such as when the Operation DESERT STORM (ODS) Coalition had air
superiority over Iraqi ground forces and could bomb them at will.?¥ In other cases, the invin-
cibility may merely be an illusion. The following cyberspace example dates from when “Anon-
ymous,” in its heyday, would announce that on a certain date in the following week, nothing
could be done to stop the hacking of a given target. The author is not sure if the following is
what Anonymous did, but it is likely that Anonymous would have already hacked the target
and planted several back doors. They could also have already downloaded materials unique to
the target to prove the target was hacked, even if the target disconnected itself from the Inter-
net. Sure enough, whenever Anonymous declared a target would be hacked, it was. Whether
Anonymous really could hack any target or had already hacked the target was irrelevant, as
either way, it gave the impression of invincibility.

Similar cyber maneuvers can be performed against our adversaries. After our forces hack a
target, they let that target know it will be hacked at a specified future time, creating a “horns of
a dilemma”?* for the target. Either the adversary shuts off all outside connections, constituting
a self-denial-of-service, or it maintains normal operations with increased vigilance, and risks
proof of vulnerability to penetration, as forewarned.

Undermining adversary confidence shakes the adversary’s confidence in its resources.
During ODS, coalition forces would come up on the Iraqgi military radio nets and announce coa-
lition presence on the Iraqi nets, thereby proving it was literally operating within the Iraqi com-
munications space.?s These on-net announcements had a devastating effect on Iraqi morale, with
lost confidence in the confidentiality, integrity, and even availability of working communications.
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A similar set of cyber maneuvers can be performed, for example, by leaving messages on
adversary computer screens, confirming your access to its network, along with five changes
you made to that network, with each change flagged with a calling card, each confirming one
of your five actions. If in reality, you made only four changes, imagine the untold consternation
to the adversary, who devotes untold time trying to find and fix the phantom fifth change!

Conversely, creating a false sense of security gives the adversary wholly unfounded
confidence in its network. For example, if we stop sending messages on adversary networks
that had undermined its confidence, at the same time it took unsuccessful steps to end our
intrusions, and it mistakenly believed its actions stopped our messages, with our forces still
on its network, that adversary would have a false sense of security about its network. Note
that the use of maneuvers to cause the adversary to lose confidence in its resources, followed
by a false sense of security maneuver, is a good combination to employ as a pair within a
scheme of maneuver. Similarly, once our forces are on the adversary’s network, our forces
could pretend that they have not gotten in by making obvious access attempts designed to
be readily blocked.

Shifting allegiances can be leveraged at the individual, group, and national levels. In addi-
tion to causing someone to switch sides, shifting allegiances can also mean that someone or
some group “shifts into neutral” for a short period of time.?” For example, when the CIA had
paid the local tribes a substantial amount of money to keep Osama bin Laden trapped in Tora
Bora, bin Laden then paid the tribesmen even more money to let him pass through their lines.
As aresult, bin Laden escaped from Tora Bora because the Afghani tribesmen hired by the CIA
“shifted into neutral” long enough for him to escape./?®!

Shifting allegiances have always been a problem historically. From individuals opening cas-
tle gates to large scale defections before or even during a key battle, empires have been lost or
gained because of a timely shift in allegiance. In cyberspace, this may be as simple as “just put
this thumb drive into a computer,” or a longer-term campaign of convincing someone to switch
sides. An example of shifting into neutral in cyberspace would be to ignore an alert or to fail to
check certain logs until a specified time has passed.

Cyber maneuvers can support, and be supported by, non-cyber activities, such as employing
influence messages. One type of influence message aimed at cyber adversaries is to misat-
tribute a cyber action intentionally to stimulate an adversary response in Blue or Gray spaces.
These misattribution messages are more likely to work against civilian criminal hackers than
nation-state hackers; however, criminal hackers are often hired by nation-states to do their
hacking, so this method may succeed. Messages may also be sent directly to Red space recipi-
ents informing them their identities and actions are known. USCYBERCOM allegedly sent such
messages to the Russian IRA to attempt to dissuade them from further activities.*”

Ensuring persistence, varying launch points, and applying social engineering are also
standard hacking techniques and will not be further elaborated upon here.
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Changing the terrain by manipulating the network works on both the defense and of-
fense. Researchers have been working on various forms of moving target defenses for years
with some success in changing memory address spaces. An alternative to just rotating IP ad-
dresses is to rotate Media Access Control (MAC) addresses, and changing the Organization-
ally Unique Identifiers (OUI), which are the first three octets of the universally administered
address the manufacturer assigns to each device. These changes can be achieved by running
a PowerShell script. The goal is to frustrate and complicate adversary reconnaissance and
target identification - machines self-identifying as Dell laptops might roll their OUIs and
suddenly appear on an adversary’s sensors as iPhones, vulnerable [oT webcams, or Cisco
firewall appliances. Note for example Operation ShadowHammer (the ASUS hack) targeted
fixed MAC addresses.?"

An offensive version of rotating MAC addresses and OUIs on an adversary’s network can be
part of a “moving target attack.” While every adversary machine can still function, no commu-
nication between endpoints can occur for about 30-45 minutes until the Address Resolution
Protocol (ARP) and Dynamic Host Configuration Protocol (DHCP) catch up and IP/MAC map-
ping concludes. Repeated application of this attack can keep the adversary endpoints isolated
from each other for longer periods. Nothing is destroyed, making this an attractive permitted
maneuver during Red Team engagements or during pre-conflict as it will likely meet rules of
engagement (ROE).

The defender can also leverage perishability by increasing the rate of network changes.
Access can be lost through normal system changes or upgrades, as well as by defender actions.
Cyber techniques are perishable because evolving countermeasures and workarounds neu-
tralize or reduce original use efficacy. “The technology upon which cyberspace is based is con-
stantly evolving... This ongoing evolution leads to constant changes in tactics and procedures
used by both attackers and defenders in cyberspace.”®! “This capability to maneuver and pro-
vide operational reach may be lost at any time if the configuration of the relevant cyberspace
nodes is modified.”*?

Note that most of the maneuver actions listed in this article have yet to be laboratory tested.
The article focuses primarily on the upper part of the stack illustrated above: How to connect
goals to the scheme of maneuver, and to the categories of maneuver supporting the scheme of
maneuver. The primary purpose of listing the component maneuver actions is to give exam-
ples, which should not be considered vetted maneuver actions.

JP 3-12, Cyberspace Operations, lists two main categories of cyberspace attack actions:
manipulate and deny. Deny includes degrade (reduce capability to a specified level of opera-
tion), disrupt (100 percent denial for a specified period), and destroy. “Manipulate” includes
changing information or information systems in Red or Gray spaces “using deception, decoy-
ing, conditioning, spoofing, falsification and other similar techniques.”®¥ The Table below
shows that most categories of maneuver presented in this article belong to the “manipulate”
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category. Only a few (spoiling attack, supporting attack, counterattack, leveraging shifting alle-
giances, and changing the terrain) support both “manipulate” and the three denial categories.

Table 1: Mapping the 21 Categories of Maneuver to JP 3-12 Attack Categories

Categories of Maneuver m Mampulate

Ambush: Attract to a “kill zone”

Herd: Push to a “kill zone” o
Stimulate a Response

Probe Adversary

Distract

Leverage Deception

Delay Adversary

Counter Asymmetric Advantage
Launch Spoiling Attack (V] V] V]
Launch Supporting Attack
Counterattack V] V] o
Appear Invincible

Undermine Adversary Confidence
Create False Sense of Security
Leverage Shifting Allegiances (V] (V] V]

Employ Influence Messaging

(<)
(<)
(<)
OO0 03I

Ensure Persistence
Leverage Perishability

Vary Launch Points

<

Apply Social Engineering
Change the Terrain (V] V] © ©

COMMANDER’S INTENT AND SCHEMES OF MANEUVER

The commander’s intent is a clear and concise expression of the purpose of the operation
and the desired military end state that supports mission command, provides focus to the
staff, and helps subordinate and supporting commanders act to achieve the commander’s
desired results without further orders, even when the operation does not unfold as planned-**

The scheme of maneuver is “the central expression of the commander’s concept for opera-
tions that governs the development of supporting plans or annexes of how arrayed forces will
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accomplish the mission.”™® In the preceding Figure, the commander’s intent is represented
within the scheme of maneuver, which includes a sequence of categories of maneuver like the
ones described above. For example, if the mission is to use non-kinetic means to deter a nation
from invading a neighboring US ally country, the scheme of maneuvers might be:

Employ cyber probing, ambushes, and herding to ensure persistent access to the ad-
versary network. By [specified date], launch actions to undermine adversary confi-
dence in its network resources, followed by a change the terrain to preclude its net-
work connectivity until [specified date]. If by this [specified date] the adversary has
been deterred from invading the neighboring country, execute create a false sense of
security on its network. If the adversary starts preparing again to invade its neighbor,
execute appearance of invincibility maneuvers to deter their resumption of preparations.

Note that this scheme of cyber maneuver consists of a specified sequence of eight categories
of maneuver (listed in italics). Which specific cyber maneuver actions and fires will be select-
ed by the commander’s staff is less important than articulating the intent described by the
sequence of maneuver elements of the scheme of cyber maneuver. Moreover, if the intent of
each category of maneuver has been approved, then the specific maneuver actions eventually
selected to accomplish that intent are more likely to be approved as well.

Creating a common lexicon is important to identify clearly both the similarities and the
differences among traditional military kinetic and PSYOP doctrines and cyber operations. “We
should recognize when these constructs do not fit cyber and use simple, clear language to
communicate.”® “As the military continually seeks to adapt its approach to maneuvering in-
telligently in the cyberspace domain, it must also do the same with its practice of training
cyberspace maneuver leaders.” ¥7!

Cyber schemes of maneuvers not only should have their own synchronization matrix to co-
ordinate and deconflict cyber elements of the operation; cyber maneuvers should also be in-
cluded in the overall mission synchronization matrix across the whole force,¥ to preclude not
only mission fratricide (such as cutting electrical power before broadcasting a TV message to
the populace), but also fratricide among cyber maneuver elements.

A second sample cyber scheme of maneuver focuses on exposing and neutralizing adversary
activity on a friendly network that will soon be used in a critical operation, the intent being to
get the adversary off our networks for a specified time period-not forever.

Increase monitoring on the network and then stimulate a response by changing all authen-
tication passwords simultaneously. Watch for adversary attempts to regain access. Lever-
age deception to allow the adversary to regain access onto decoy assets to delay adversary
regaining access and identify adversary TTPs. Simultaneously execute delay adversary
maneuvers in identified adversary hop points and listening posts operating out of Gray
space and Red space. This will increase the time the adversary needs to regain access and
help identify new hop points and listening posts being used as alternative, faster routes.
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A third sample cyber scheme of maneuver focuses on protecting another nation from adver-
sary actions and eventually exposing the adversary actions on that country’s networks.

Identify adversary-compromised resources operating on another nation’s networks.
Undermine adversary confidence in its footholds on the network by feeding it false
information and malware. Change the terrain by using SatCom box technology to re-
lay more obviously the communications from the adversary to its listening posts
such that the targeted nation can more easily identify the source of the adversary
activities. Covertly assist the targeted nation in exposing the adversary presence on
its network. In addition, create a false sense of security in the adversary for its im-
plants that have not yet been exposed. When the adversary claims to have no fur-
ther presence on the targeted nation’s network, expose to the host nation via influ-
ence messaging these previously unexposed (but detected by us) adversary implants.

There are many negative effects for the adversary, such as its exposed presence (especially
repeated exposed presence post-denial, which is politically damaging). Second, the adversary
loses access to key networks in the targeted nation. Third, it likely will be more cautious about
compromising other networks in the targeted nation for fear of a similar outcome.

Note: one category of maneuver can support another category of maneuver. For example,
defensively modifying the MAC addresses is listed under the maneuver category “change the
terrain,” but changing the terrain can also be used to enable a deception for a defense ma-
neuver, or a herding maneuver. The scheme of maneuver can describe these planned interac-
tions between categories of maneuvers, to ensure the sequence of desired maneuver effects is
achieved.

Overall, the mission or goal defines the objective. Then the commander’s intent defines the
scheme of maneuver at the level of the categories of maneuvers. The identified categories of
maneuver are fleshed out by the staff with specific maneuver actions that meet the criteria to
accomplish the scheme of maneuver and thereby accomplish the mission.

A key advantage of this framework is that commanders need not know all technical details
of specific maneuver actions. So long as operational-level effects and tradeoffs are understood,
the commander selects a category of maneuver tailored to his/her intent, and incorporates it as
a component of the overall scheme of maneuver, then the gap between operational knowledge
and objectives, and cyber knowledge and objectives, can be effectively bridged. This in turn
should lead to better integration of cyber effects into overall operations.

NEXT STEPS

This section suggests some follow-on steps not covered in this article, and thus seeks to stim-
ulate discussion that further fleshes out the optimal integration of the cyber domain into the
overall operation and, in particular, the categories of maneuver. For example, one important
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related topic not covered is how best to extend this analysis to integration of cyber actions with
radio spectrum and electronic warfare capabilities within the schemes of maneuver.

Another goal is to institutionalize a lexicon for cyber maneuvers for military personnel who
are more familiar with kinetic and PSYOP concepts. This in turn, should help facilitate multi-do-
main operations across both the physical and cyberspace domains, to include electronic war-
fare, and influence operations in both competition and conflict. While a shared culture of un-
derstanding of terminology does not yet exist for our cyber warriors, this article hopefully will
stimulate rigorous discussion and thought as to how best we can solidify and clarify doctrine
and terminology to strengthen a shared culture. This article gives an early snapshot glimpse
of evolving thought on the topic at the Johns Hopkins University Applied Physics Laboratory
(JHU/APL). The proposed definitions, maneuver actions, and benefits are all works in progress.

Addressing DoD’s implementation of doctrine, organization, training, materiel, leadership,
personnel, and facilities (DOTMLPF) issues is beyond the scope of this article.*”!

This article does not address one important consideration of conflict in cyberspace, which
is being able to detect and identify adversary cyber maneuvers, and recommend counter-ma-
neuvers designed to thwart or even exploit adversary maneuvers. The focus instead is first to
facilitate agreement on formulating cyber maneuver actions, cyber maneuver categories, and
schemes of maneuver. Establishing at least a preliminary set of clear definitions should prove
valuable in tackling efforts to detect and counter adversary uses of cyber maneuvers.

Another important factor not addressed in this article is the need for good situational aware-
ness (SA) and intelligence support to accomplish cyber maneuvers. The author assumes that
intelligence dominates obtaining information about adversary capabilities in Red and Gray
spaces, while SA dominates obtaining information about our cyber capabilities in Blue and
Gray spaces. Intelligence can also be obtained directly from cyber maneuvers, such as probing
actions to identify adversary responses.*? Moreover, this paper does not address the important
tradeoff issues associated with intelligence loss and gain that the staff must consider when
using certain cyber capabilities. The commander obviously requires clear staff feedback when-
ever a potential scheme of maneuver cannot or should not be accomplished by the existing
suite of available cyber actions. In addition, experiments will help determine how well these
maneuvers work in a simulated environment with human opponents, as well as quantify the
benefits of cyber maneuvers.

SUMMARY

This article grapples with the analysis and lexicon of commanders charged with integrating
cyber domain operations into other much longer established domains of the battlefield. The
article presents an approach to offensive and defensive cyber maneuvers at the operational
level that starts with a goal or mission, and allows preparation of the commander’s intent via a
scheme of maneuver. The scheme of maneuver includes a sequence of categories of maneuver,
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which in turn are accomplished by specific cyber (or non-cyber) maneuver actions or fires. This
approach connects the mission to the scheme of maneuver, to categories of maneuver, and then
to specific actions and fires. The categories of maneuver and their intent are much more endur-
ing than specific cyber maneuvers or fires, which will evolve over time. Using this approach,
commanders do not require technical expertise in order to define and execute a cyber scheme
of maneuver. So long as the commander has, or has been provided, sufficient understanding of
the operational-level tradeoffs and effects of offensive and defensive cyber maneuvers, the staff
will provide the technical details.

This article has briefly described twenty-one categories of maneuvers, illustrated with a
sample maneuver action for each, and presented three sample schemes of maneuvers. This
is just the beginning. The author anticipates and welcomes additional cyber maneuvers, cat-
egories of maneuvers, and sample schemes of maneuver. Readers should feel free to contact
the author directly. @

DISCLAIMER

The views expressed here are those of the author and do not reflect the official policy or po-
sition of the Johns Hopkins University Applied Physics Laboratory.
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